MiCOM Alstom P14N, P14D, P94V

Agile nHTennekTyanbHoe 3f1eKTPOHHOE
yctpouctio (IED)

HeHanpaBneHHble 3awuThbl puaepa P14N, HanpaBneHHble 3awunTbl couaepa P14D un pene HanpsikeHnAa n yactoTtbl P94V
AenarT AOCTYNHbLIMU A4Sl BCe 9HeprocucTeMbl U NPOMBILLIIEHHbLIX NOTPedUuTenen aneKTPoaHeprmm BbICOKOe KayecTBO
M TeXHOMNOrN KOHCTPYKLMU YCTPOMUCTB MarucTpasrbHbIX ceTeMn.

B pe3ynbTaTe NPpUMeHeHUA CaMbiX NOCIeAHNX KOHCTPYKTOPCKUX p,OCTM)KeHMﬁ, KOMMNOHEHTOB, a TaKXe 6naro,qapﬂ
CoBpeMeéHHbIM MeTogam npoun3BoacTBa yaanocCcb CHU3UTb ra6apV|THb|e pa3mMepbl YCTPOVICTBa U MUHUMU3NpOBATb
BIIUsAHUWE Ha OKpyXakllyro cpeay B Te4eHne BCero Cpoka Cny)K6bl.

PelwweHus Ha 6a3e ycTponcTB Tuna Agile, npegnaraembix Alstom Grid, naeanbHbl ANt HOBOro CTPOUTENLCTBA, a TaKkKe
Npu PeKOHCTPYKLUMU CYLLECTBYHOLMUX CUCTEM.

BbicTpoaencTBue, yHMBepcanbHOCTb

MHTennektyansHoe anektpoHHoe ycTpoictBo MiCOM P40 Agile obecneuvsaet
WHTErpypoBaHHOE peLleHne Mo NOSTHOLEHHON 3aluuTe, YyNpaBneHuio 1 MOHUTOPUHTY
obopyaoBaHusi B aHeprocucteme. Bo3amMoXHO npuMeHeHne yCTporcTBa Ans 3aluTbl
BO3AYLLUHbIX UK KabenbHbIX NIMHWIA aneKTponepeaaYn, WWH, BbikMoYaTenew,
TpaHcopMaTopoB, PEaKTOpPOB, YCTPONCTB pacnpeneneHHoN reHepaumm Kak ans
pacnpefnenuTenbHOM ceTu (B Ka4eCcTBe OCHOBHOW 3alLUMThI), Tak U AN MarncTpanbHoOn ceTu
(B KayecTBe pe3epBHO 3aLuThl). [JaHHOE NHTEMNeKTyanbHOe aNeKTPOHHOe YCTPONCTBO
NPWUrogHO ANSi UCNONb30BaHUSI B CUCTEMAX C rMyXo3a3eMIeHHOWM HeTparnblo, C Pe3NCTUBHLIM
3a3eMIeHVeM HenTpanm, a Takke B CUCTeMax C 3a3eMIIeEHNeM HelTpany Yepes Ayroracsilyto
kaTywky (MeTepceHa).

MpeBocxoaHbIN 6anaHc: CtaHgapTu3auma u Agantauums

Mmesi B kayecTBe cTaHAapTa LWMPOKMiA HAaBop YHKLMIA 3aLLmThI, MHTENNeKTyanbHble
anekTpoHHble yctporctea MiCOM P14N, P14D n P94V Takxke npepnaratoT roToBble CXEMHbIE
peLlueHust Ans 3almUTbl FreHepaTopoB Marnon MOLLHOCTU 1 BonbLuoi Habop AONONMHUTENBbHBIX
YHKUMIA NPU NCNOMNBb30BaHUN B Ka4eCTBe 3alUMThl BO34YLUHbIX IMHWIA anekTponepeaadn. 1o
no3BOSSIET NONb30BaTEN0 aaanTUpoBaTh PyHKLMOHANbHBIE BO3MOXHOCTU YCTPOWCTBA K
YCINOBUSIM MPUMEHEHUS MYTEM BKIMIOYEHUSI UMN OTKIIOYEHNS TpebyeMbix (DyHKLMIA B MEHIO
KOHdpurypaumm.

[laHHOe uHTennekTyansHoOe 3MeKTPOHHOE YCTPOMNCTBO UMEET yHMBEpCasbHbIf
LUIMpOKOANana3oHHbIN 6nok NUTaHus, yHMBepcanbHble BXxoAbl ANs noakniodenns 1A unm 5A
TpaHcdopMaTopoB ToKa (BbIGMPaeTCcst MPOrpaMMHO), YHUBEpCasbHble AUCKPETHbIE BXOAbI C
nporpaMMupyeMbIM NOpOrom cpabatbiBaHusl. Bce BO3MOXHOCTM KOHbUrypauum 3a4actyto
obecneunBaloTCA TONbKO OAHON OMUMen 3akasa, bnarogaps Yemy ynpouiaercs paspaboTka
CTaHAaPTHOMN KOHCTPYKLMK LLKadha/saverikn 1 CokpaLlaloTCcs Cknaackue 3anachl.

* HoBas koHCTpyKums | BeigBmkHoe
UCMosIHeEHWe | YHMBEpPCanbHOCTb
* MowHble yHKLUN NOrMKK, 3aLUmUTbl U

CBA3N
MOOENb AMMAPATH OCHOBHOE HA3HAYEHUE PA3MEP » QKOHOMUYECKN 3dhheKkTUBHOE
A5l BA3A KOPMYCA pelieHve Ha 6ase Ethernet
P14NB P14N HeHanpasneHHble 3awmThl uaepa 20 vnmn 30TE M3K 61850 n DNP3
P14NZ® P14N HeHanpaeneHHble 3alumThl duaepa ¢ 20 unm 30TE * OpraH 3awwuTsl, pearupyoLni Ha
dpyHkumnen HIF® BbICOKOOMHbIE 3aMblKaHUA, NOBbILLIAET
P14DB P14D HanpaeneHHble 3awuThl hugepa 30TE GesonacHocTb HaceneHus

* MNporpamma goctyna ‘S1 Agile’

Mncnonb3yeTca B Ka4ecTBe eanHoro
P14DL P14D YcoBepLUeHCTBOBaHHAs HanpasneHHas 30TE Mo ans scex MiCOM

3awmTa nuHum (c ANB 1 OMIN)

P14DG P14D PacnpegeneHHas reHepaums 30TE

* NHdopmaunoHHas 6e3onacHoOCTb

P14DZ" P14D YcoBepLUeHCTBOBaHHasA HanpaBneHHas 30TE (Cyber security) cornacHo Hopm NERC
sawwTa ¢ yHkumei HIF? (CeBepoamepukaHckas kopropaLs
P94VB P94V 3aLmnTbl MO HANPSHKEHMIO N YacToTe 20TE Mo HaOeXHOCTN SHEProCUCTEM)

P94VP P94V 3aLWmnTbl NO HaMPSXXEHMIO N YacToTe C 20TE
PYHKLMEN KOHTPONS CUHXPOHM3MA

(1)Tonbko c onuven nogknodenns TT AnNs YyBCTBUTENbHOMN 3aLLMThLI OT 3aMblkaHWii Ha 3eMrio
(2)HIF — BbICOKOMMMNEAAHCHOE KOPOTKOE 3aMblkaHne (nageHne nposoaa NUHUKM)
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0630p PYyHKLUMOHANBbHbLIX BO3MOXHOCTEN

Kon ANSI DYHKUMA P14NB P14NZ P14DB P14DG P14DL P14DZ P94VB P94VP
HeHanpaBneHHble HanpaBneHHble HanpsxeHune n
YyacToTa
50 MTS3 ¢ He3aBMCUMOWA XapaKTepUCTUKON 6 6 6 6 6 6
50N 3H3 c He3aBUCMMOIA XapaKTepUCTUKOWA 4 4 4 4 4 4
51 MTS3 ¢ 3aBMCUMOIA XapaKTepUCTUKON 3 3 3 3 3 3
51N 3H3 ¢ 3aBMCKMON XapaKTepUCTUKO 2 2 2 2 2 2
50/51SEF YyscTBuTENbHAs 3H3 4 4 4 4 4 4
51V MT3 ¢ koHTponeM no HanpsHKeHUo
MT3 c TopMOXXeHMeM No HanpsHKeHUo
50 SOTF 3awumTa npm BKtoYeHnn Ha K3
68 BrnokmpoBka 6pocka Toka HamarHuYnBaHus
OTCTpoiika OT MyCcKOBOrO pexuma
OTCTpOIiKa OT Harpy3o4HbIX PEXUMOB (OrpaHU4UTENM
XapaKTepucTukn)
HIF 3awuTa oT BbicokouMneaaHcHoro K3 Ha semnio
46 MT3 no Toky obpaTHOI nocnefoBaTeNlbHOCTW 4 4 4 4 4 4
46BC OG6pebliB NpoBOAa NUHUM
XapaKTepucTuku, nporpammmnpyemMble nonb3oBaTenem 4 4 4 4 4 4
67 HanpaeneHHass MT3 ot m/d K3 6 6 6 6
67N HanpaBneHHas 3H3 4 4 4 4
HanpaBneHHas 4yyBcTBUTENBLHAs 3H3 4 4 4 4
BaTtmeTpuyeckas 3H3
BrnokupytoLias cxema
37 KoHTponb MYHMManbsHOro Toka (NoTepst Harpy3ku)
32 HanpaeneHHas 3awwmTa no mowHoctu (Bnepen/ Hasap / 2 2 2
MwuH.moLLH./MaKc.MOLLH.)
49 Tennosow neperpys
50BF YPOB 2 2 2 2 2 2
21FL Onpepenexune mecta K3
27 3alumTa MMHUManNbLHOro HanpsKeHUs 3 3 3 3 3 3
59 3almTa MakcMansHOro HanpsixeHNs 3 3 3 3 3
59N 3aLuyTa No NOBbILLIEHNIO HANPSXKEHWUS HYNEBOW 3 3 3 3 3 3
nocrnefoBaTenbHOCTU
47 3aLyyTa No NOBLILLIEHWNIO HANPSXKEHWUS 0BpaTHO
nocrnefoBaTensLHOCTU
dv/dt 3aLnTa No CKOPOCTU U3MEHEHUS HAMPSHKEHUs 4 4 4
79 AlB (konn4ecTBO LIMKIOB) 4 4 4
25 KoHTponb crHXpoHn3ma
810 3alumTa no NoBbILLEHUIO YaCcTOThl 9 9 9 9 9 9
81U 3almTa no NOHMXEHUIO YacToThI 9 9 9 9 9 9
81V BrokupoBka (3aLuTbl N0 YacToTe) N0 MUHUMAaNbHOMY
HanpshKeHWo
81df/dt 3aLnTa no CKOPOCTU 3MEHEHUS YacTOoThl, C onuuen 9 9 9 9 9 9
81Rf KOHTPOIS N0 YacToTe U ycpeaHeHnem
81RAV
81R YAMNB 9 9 9
64N [nddepeHumanbHas s3alwmTa oT 3amMmblKaHWi Ha 3emIto ¢
TOPMOXEHNeM
87B BbicokovmneaaHcHas 3aluTa WnH
PSL Mporpammumpyemas cxema Norvku
86 dukcaums (nogxsaT) KOHTAKTOB BbIXOAHbIX pene
VTS KoHTponb ueneit TH
CTS KoHTponb uenen TT
KoHTposib NCTOYHMKA NOCTOSIHHOMO TOKa
KoHTporb cocTosiHua BblkntoyYaTens
'pynnbl ycTaBok 4 4 4 4 4 4 4 4

Homepa B Tabnuue o603Ha4aT KONMYECTBO AOCTYNHbIX 3fIEMEHTOB U CTyI'IeHeVI
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MHTyuTHMBHbIE MHTepdenchbl Nnonb3oBaTens

WHTepdenc nepegHen naHenu (nokasaH Ha Puc.1) obecneunBaeT npsiMoe B3aMMogencTeme ¢

WHTenneKTyanbHbIM 3MEKTPOHHBLIM ycTponcTeoMm. [Nepeanuin USB nopT npeaHa3HayeH ans
6onee ynobHoro goctyna K HacTpoikaM yCTporCcTBa Npu NoAkmntoveHun nepeHocHoro MMK.
MHTerpupoBaHHble hyHKLMOHANbHbIE KMaBULLK U NporpaMMupyemble TPEXLBETHbIE
CBETOAMOAHbIE MHAMKATOPLI NpeanararT 3KOHOMUYECKU LieriecoobpasHoe peLleHre npu
peanusauuu 3agad ynpasneHus u curHanuaauuu. LWnpokuii Habop onumin COBpEMEHHbIX
NPOTOKOSOB CBA3M, Bktoyas MOK 61850, obecneunBatoT nHtepdeic ¢ cuctremamm SCADA
(KoHTponb, YnpaeneHue, ABTomatuka u Coop [aHHbIX).
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Knasuwum HaBurauum B TpexueTHbIMKU
MEHI0 U BBOAA AaHHbIX nHauKaTopamu

cTartyca

MopT USB

Puc. 1 MHTepdeiic nepeaHen naHenu
ycTtpoiictea Agile

3awmTa okpyxarowen cpenbl

[aHHble NHTENNeKTyalrbHbl€ 3JIEKTPOHHbIE yCTpOVICTBa nsrotaenuealoTcs 6e3 UcnonbL3oBaHUst

CBUMHLLA B NpoLecce naiiku, a Takke He MMEKT KOMMOHEHTOB, COAepXaLLUMX CBUHEL,. YpoBEHb
paccevBaemMoi MOLLHOCTY CaMbli HA3KWI Cpeau COMOCTaBUMbIX MPOAYKTOB, YTO CHUXaeT

TpeboBaHMe K MOLLHOCTUN akKyMynaTOpHbIX 6aTapen. [laxe Bec npoaykTa (BKMoYasi ynakoBKy)

ONTUMM3NPOBAH AN CHDKEHNS BbIOGPOCOB yrneBoAopoaoB NpuW ero TpaHcnopTMpoBke. Bee
nogo6Hble MEPONPUATUSI NMOBbLILLIAIOT OTBETCTBEHHOCTb 32 COXPaHEHWNE 3KOMOruK, YTO
noarteepxgeHo Npodunem Skonornyeckon besonacHoctn gaHHoro npoaykra. B aaHHom
npoaykTe He TpebyeTcsa ncnonb3oBaHue kakux nubo bGatapen.

B npocune akonornyeckon 6e3onacHocTu NpoAyKTa yCTaHOBJIEHbI TpeGOBaHMﬂ no
pacxoaoBaHMIo MaTtepuanbHbIX, 3HEPreTU4eCcKnX N BOAHbIX PeCypCcoB, MO BIIUAHUIO HA
rnobanbHoe notensneHue, HapyLlleHne 030HHOro cnosa aTMOCCbepr, a TakKkxke Tpe6OBaHI/IFI no
3arpsisHeHnto atMocdepsbl 1 npon3BoACTBY ONMAaCHbIX OTXOA0B.

BbicoKkoe Ka4yecTBO

Bbicokoe kayecTBO npoaykra obecneynBaeTca 3a cYET BbICOKOIo YPOBHA KOHCprKTVIBHOVI
pa3paboTKM 1 M3FOTOBMNEHUS MHTENNEKTYanbHbIX 3NIEKTPOHHbIX YCTPONCTB. McnbiTaHus,
npoeefeHHble Ha CTagun paspaGOTKI/I, TLLlaTeﬂbeIVI 0T60p NOCTaBLUMKOB KOMMJEKTYHLWNX
,ueTaneVl, a TakXKe ynakoBKa B COOTBETCTBMU C HOpMaMU 3aLUTbI ISTA MOTYT CINy>XUTb
npuMepom N3rotoBrieHnsa yCTpOIZCTBa C MakcumalsibHbIM YPOBHEM HaOEXHOCTU B Te4eHne
BCero cpoka CJ'Iy)K6bI. Bce nevyaTtHble nnaTtbl B KayecTBe CTaHOapPTHOro UCNOJIHEHUA NMEIOT
cneunanbHoOe NoKpbIiTUe Ana 3awnTbl OT BbICOKOW BI1aXXHOCTU, COJ'IeIZ, arpeCCI/IBHOIZ
oKpyxatoLen cpefbl 1 aTMocdepbl NPOMBILLNEHHbIX NPeANPUATUIA. [1ns BCECTOPOHHEro
TeCTUpoBaHUA B NpoLecce U3roToBfieHNA neYvaTHble niaTbl NoABepraldTCcA 3NeKTpU4eCcknm

NCnblTaHNAM, aBTOMaTU4eCKOMY ONTUYECKOMY KOHTPOIHO, NOBEPXHOCTHOMY CKaHMPOBaHUIO, a

TaKxke peHTreHockonuu.

Ha puc. 2 nokazaHa BO3MOXHOCTb HapaLLMBaHWUs NporpaMmHoro obecneveHns yCTponucTs B
npegenax WMpOoKUX OyHKLMOHANbHbIX BO3MOXHOCTEN AaHHOM nnaTdopmMbl. CeMencTBo

yCTPOMCTB cepumn P40 xopoLlo 3HAaKOMO MOoJb30BaTeNsIM U, CriefoBaTenbHO, TpebyeTcs Nuib

MUHUManbHoe 06yquV|e.

3awmTta nicpopmauimm

CnoxHble cucTembl penenHomn 3aLnTbl,
MCMOSb3YHOLME COBPEMEHHbIE TEXHOIIOMUM,
nmetoT Bce bonee ycunueatoLyocs
TEHOEHUMIO K TOMY, YTO YCTPOWCTBA 3aLuThbl U
NOACTaHLUMN CTaHOBATCSA TECHO CBSA3aHbl C
OTKPbITBIMU CETAMU, TAKUMU KaK UHTEPHET UINn
KoprnopaTuBHbIE CeTU. ATO CHMKAET
6e30nacHOCTb cUCTEM, Aenas UX yS3BUMbIMU
OT BHELLUHUX XaKepCKUX aTak, 4To B KOHEYHOM
NTOre MOXET NMPUBECTU K NepepbiBam B
3HeprocHabxeHuun. [ins 3aWwmTbl kKaHanoB
CBA3M B Takux cnyyasx ycrponctsa MiCOM
P14N, P14D n P94V npegnaratot
MH(OPMAaLMOHHYIO 3aLLUTY, OTBEYAIOLLYIO
TpeboBaHusm NERC.

MpoaneHue cpoka cnyxobl
obopynoBaHus

B [OMNOMHEHWE K MCMONb30BaHMIO MPU HOBOM
CTPOUTENbCTBE, UHTENMEKTYanbHble
3MeKTpoHHbIe ycTponcTea P40 Agile moryT
NMPUMEHSTLCS AN PEKOHCTPYKLMN
yCTapeBLUMX CUCTEM PENeNnHON 3aLUmnThl.
Mockonbky pacnaiika KOHTaKTHbIX pa3bemMoB
yctponcte MiCOM P14N n P14D nonHocTblo
coBnafaeT ¢ pa3bemMamMu yCTPOMCTB
KCGG14x n KCEG14x cooTBETCTBEHHO, TO
NS yNpoLLEeHNs MOAEPHU3ALMN aKTVUBHbIE
yacTu ycTpoiict Agile moryT npocto
BCTaBNSATLCS B CyLLUECTBYHOLUME Kopryca
ycTponcTs cepun K. [laHHasi cTpaTerus,
HanpaBreHHas Ha NPMMeHeHUe CbeMHON
aKTUBHOW 4aCTW 1 CoXpaHeHue pacnainku
pa3beMoB, NO3BOMSET PE3KO COKPATUTL BPEMSI
1 CTOMMOCTb 3aTpaT Ha PEKOHCTPYKLMIO
CcUCTEM 3aLUUTHI.

AnnapaTtHoe o6ecneyeHue

Bce mogenv npeanaratot:
CokpalleHrie 3aHMMaeMoro MecTa 3a cyeT
npYMeHeHWsi koprycoB BbicoToln 4U n
wupuHown 20TE (4”) nunn 30TE (6”)
MepenHun USB v 3agHuin nopt RS485
[narHocTrKa Npu BKIOYEHWUN NUTaHUS U
NOCTOSIHHBI CAMOKOHTPOIb
8 onTNYeCcKN N30NMPOBAHHBIX ANCKPETHBLIX
BXOZOB 1 8 BbIXOAHbIX pene
HO (tun A) n H3 (Tvn B) koHTaKTbI
CTOPOXEBOro perne

Puc. 2 Pasnoobpasne yctponcts P40 Agile
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« HAMPABNEHWE TOKA "BNEPER"
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Puc. 3
Mpumep cTangapTHoro ucnonHenns P40 Agile (P14D)

0630p (hpyHKLMOHANBbHbIX BO3MOXHOCTEN

PyHKUMA P14NB P14NZ P14DB P14DG P14DL P9sVB R TAT
HeHanpaBneHHbIe HanpaBneHHbIe HanpsixeHue n
yacTtoTa
KOHTpOnb Lienu oTKItoYeHns Onuusa Onuusa Onuus Onuusa Onumsa Onuusa
3agHuii nopT cBA3M RS485, OnTtnueckuin, unu Ethernet RS485 RS485
2-1A 3agHUA NopT (onuus) RS485 RS485 RS485 RS485 RS485 RS485 RS485 RS485
IRIG-B Onumsa Onumsa Onuus Onumnsa Onumsa Onuusa Onumnsa Onuus
MpoTokonbl cBsA3n IEC-103, IEC 61850, Modbus, Courier, DNP3, unu DNP3 IEC-103, Modbus,
Ethernet Courier, unn DNP3

[unckpeTHble (oNTo) BXxOAbl MUH./MAKC. 8/13 8/13 8/13 8/13 8/13 8/13 8 8
BbIxogHble pene MuH./Makc.. 8/12 8/12 8/12 8/12 8/12 8/12 8 8
Bxogbl TT: 1A n 5A (3agaeTcs nporpaMmmMHo) 3p.+N | 3.+ N | 3p.+N | 3p.+N | 3cp.+N | 3cp.+ N | 3. + N
100/120B (nepemeHHoe HanpsxkeHue TH) 4 4 4 4 4 4

* Homepa B Tabnuue 0603Ha4aloT KONM4eCcTBO
[OCTYMHbIX 3NIEMEHTOB WU CTYNEHEN.
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Mogenwu B kopnyce 30TE MoryT umeTb: BTopas ctaHgapTHas 3awmTta EF2 ot
OnuuoHHbIv nopT IRIG-B ans cuHxpoHW3auum BpemeHn 3aMblkaHUli Ha 3emnto paboTaeT no
HononHuTenbHbI nopt RS485/K-Bus ocTtaTtovHomy Toky (3l0), BbluMCneHHOMY B
OnuwmonHbI nopT Ethernet gns npotokona M3AK 61850 nnm DNP3.0 YCTPONCTBE MO BEKTOPHOW CyMME Tpex
OnuUWOHHbIE AOMNONHUTENbHbIE ANCKPETHbIE BXOAbI/BbIXOALI: 5 BXOA0B/4 BbIxoAa, Ui 3 ha3HbIX TOKOB. YyBCTBUTENBHAS 3awmTa
Bxopa/4 Bbixoda (anst cxem H7) OT 3aMblkaHui Ha 3emnito (SEF) aensetca

onuueii Npu 3akase W NpegHa3HaveHa ans
CUCTEM C ManbIMU TOKaMKN 3aMblKaHUS Ha
3emnio. Ha Bxog 4yBcTBUTENBHON 3H3

OMNTO M3ONWPOBAHHHE — KDHTAKTH ONTO W30NMPOBAHHLE ~ KOHTAKTH
OVCKPETHHE Bxogs BEIXOOHbX PENE WMCKPETHHE BX0b BEXOAHBX PENE noaknyaeTcs TpaHcopmaTop Toka
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Mpumep annapaTHbIX ONUMIA AOCTYMHbIX B KOopnyce LwnpuHoi 30TE

1 10 100
Tox xpaTHii ks

Bce nogkntoyeHns TpaHcopmMaTopoB TOKa BbIMOSHSATCS Ha KNEMMbI C BCTPOEHHbLIMU
nnacTMHamu, LWYyHTUPYHOLLMMU BTOPUYHYIO LieNb TpaHchopMaTopa Toka npy AEMOHTaXe aKTUBHOW
yacTn 13 Kopryca pene. OTo NO3BOMNAET NOBLICUTL YPOBEHbL 6E30MaCHOCTY NepcoHana npu XapaxrepucTuky [EEE/GIUA
paboTe BOMM3M TOKOBEAYLUMX YaCTEN, HAXOASALLUMXCS NOA, HanpsXeHNEM. D=7

100
3awwmTa chmpepa
[nsa kaxporo asHOro opraHa MakCMarbHOro ToKa AOCTYMHbI LUIECTb HE3aBUCKMbIX CTYNEHEN.
B pononHeHue K He3aBUCUMBIM OT TOKa XapakTepucTnkaM BpeMeHu cpabaTtbiBaHus v
o6LwmpHOMY Habopy CTaHAapTHLIX 3aBUCUMbIX Xapaktepuctuk, B P14N n P14D
noaaepXUBaeTCs UCMONb30BaHME XapaKTEPUCTUK cpabaTbiBaHWs U Bo3BpaTa
KOHMUIypUpOBaHHbIX Nofib3oBateneM. MNpodunb XxapakTepucTuki CTyNneHen 3awmTbl MOXeT
ObITb BbIOpaH TakuM, 4To6bl 06ecneynTs oNTUManbHy 3awmTy dugepa 6e3 kakux nnéo
OorpaHuYeHunii No xapakTepy Harpy3ku. Ecnv ctaHaapTHble XapakTepUCTUKM HEe yCTpanBatoT, TO
Nnonb30BaTh MOXET 3aNporpaMmmMmnpoBaTh 1 3arpy3unTb B YCTPOWCTBO CBOKD XapaKTEPUCTUKY.

o

Bpews
patTes ()

B ycTpoincTBe NpeaycMoTpeHo ABe CTaHAaPTHBIX (OYHKLMK 3aLMThl OT 3aMbIKaHWI Ha 3eMIto,
Kaxgasl ¢ YeTbIpbMs He3aBUCUMbIMK CTyneHaMW. [epBas yHKUMS cTaHaapTHONM 3awwmTel EF1
paboTaeT no n3MepeHHOMy TOKY, MPOTEKatoLEeMy Mo BXOAY 3aLUMTbl OT 3aMbIKaHUIA Ha 3eMI0
(IN). Bropas ctaHgapTtHas s3awumTta EF2 ot 3aMbikaHuin Ha 3emmnio paboTaeT no ocTaToOYHOMY
ToKy (310) BbIYMCIIEHHOMY B YCTPOWCTBE MO BEKTOPHOW CyMMe Tpex hasHbiX TOKOB. E 10 100
YyBcTBUTENBHAs 3alumTa OT 3aMblkaHuii Ha 3emnto (SEF) asnsieTtcs onuueit npy 3akase u Tok kpaTHeiA |
npegHasHayeHa Ans cMcTeM C MarnbiMy TOKaMmn 3aMblkaHUst Ha 3emnio. Ha Bxoa
yyBcTBUTENBLHOW 3H3 noakniovaeTca TpaHcopmaTop Toka HyneBow NocnefoBaTensHOCTH
(cymmupoBaHue asHblX MarHUTHbBIX NOTOKOB B CepAeYHMKe).

Puc. 5

Mpocmnun MHBEpCHO-3aBUCUMBIX
XapaKTepucTuk BpemMeHu cpabatbiBaHus
no ctaHgaptam |IEC u ANSI/IEEE

3awmTta obopyaoBaHus, 3aliMTa NnepcoHana, 3awumra
OKpyxaroLieun cpenbl
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CneuuanbHble criy4an NnpUMeHeHus
OTcTpoika OT UMMeaHca Harpysku
(orpaHnunTEnn xapakTepucTmkm
cpabaTbiBaHWs1), NorMka OTCTPONKMN OT
©6pocka nyckoBOro Toka, 6rokMpoBka
Bpocka Toka HamarHu4MBaHUs No BTOPOW
rapMoHWKe, 3alumTa npu obpbiBe Nposoja
TIMHUW, 3alumMTa OT TEMnoBOro neperpysa no
3(pPEeKTUBHOMY 3HAYEHMIO TOKA,
BaTTMETpUYecKkas 3almuTa oT oAHOdAa3HbIX
K3, onpepeneHvne mecta noBpexaeHns
(ymaneHwue po touku K3), AlNB 1 koHTponb
CMHXPOHU3Ma SIBNSIHOTCS| BCTPOEHHBIMU
PYHKUMSAMUN YCTPOWCTBA.

3awmTa OT BbICOKOOMHbIX 3aMbIKaHUN
Ha 3emnio (HIF)

NHHOBALMOHHbIE anropuTMbl 3aLLMTbl OT
BbICOKOOMHbIX 3aMblKaHWUI Ha 3eMrio
COBEPLUEHCTBYIOT BO3MOXHOCTU
YyCTPOCTBa N0 O6HapyXeHUo nageHns
NPOBOAHMKA NMHUM HA NOBEPXHOCTb C
BbICOK/M COMPOTUBIEHNEM (Hanpumep,
necok u T.n.). 3To no3sonsiet
3HeprocucTemam yoepeyb YeroBeyeckme
XU3HW, 3aLLUTUTB XKUBOTHBIX B panoHe
najeHusi NpoBoAa, a Takke CHU3UTb PUCK
BO3HVKHOBEHWS NOXapa, BbI3BAHHOIO
NpOAOIKUTENbHBIM ropeHvem ayru. [lo
NosIBMEHNA CneLmanbHO 3alwuTbl OT
BbICOKOOMHbIX K3 (HIF) Takme
NoBPEXAEHNS MOINM OCTaBaThbCs He
0BHapyXeHHbIMW OBbIYHBIMKU METOAaMU U3-
3a Ype3sBblYaliHO HM3KOTO 3HaYeHWs Toka
n/mnu cnopagm4eckoro xapakrepa
npoTekatLLero Toka.

Puc. 6
TunoBasa hopma Toka 3anmcaHHas npu
nageHuy NpoBOAHMKA NUHUK

3awumTa B cuctemax
pacnpegeneHHou reHepauum

MakcumanbHas TokoBas 3almTa ¢
ynpaBrieHMeMm unm TopMmoxXeHneM no
HanpsXXeHUo

MakcrmanbHble TOKOBbIE 3aLLUThl C
KOHTPOMEM MO HaMNpsHKeHUIo MOoBbILLIAOT
YyBCTBUTENBHOCTb U COKpaLLaoT BpeMsi
OTKITIOYEHMSA KOPOTKUX 3aMbIKaHWUI B
cnabblx cuctemax, Hanpumep B TakuX,
rae npeobnagatoT ycTponcTea
pacnpegeneHHon reHepaumun. B kayectse
XapaKTepuCTuKn cpabaTbiBaHUS MOXET
ObITb MCNONb30BaHa He3aBUCUMas UnNn
MHBEPCHO 3aBUCKMas BpeMsi-TOKOBas
XapaKTepucTuka.
6

3awuThbl N0 MOLHOCTH

B ycTpoincTBe npegycMoTpeHbl ABe
CTYMNeH 3aLLmTbl MO MOLLHOCTU, Kaxaas U3
KOTOPbIX MOXET ObITb HE3ABUCUMO
KOHMIryprpoBaHa Kak MakCumMarbHOW Unm
MWHUMarbHOW aKTUBHOM UIN peakTUBHON
MOLLIHOCTW, HanpaerieHHOW Bnepea unm
Hasag. Kpome aToro, umeeTcsi ABe CTyneHu
YyBCTBUTENBHOM 3aLLUUTBI MO MOLLHOCTH,
KOTOpble MOryT BbITb HE3aBUCMMO
KOHUIyprpOBaHhbI Kak 3aliuTa ot
obpaTHOW MOLLLHOCTM, OT CBEPX MOLLHOCTU
WM OT HU3KOW BblAaBaeMOW MOLLLHOCTH.

3awwuTta no
MUHMManbLHOMy/MaKCUMarnbHOMY
HanpsKeHUIo

3awwmra no
MWHVMManbHOMY/MaKCcUMansHOMy
HanpshKeHUo MoOXeT BbITb
KOHUryprpoBaHa Ha paboTy no
NUHENHBLIM UNK PasHbIM HANPSHKEHNSM.
[ina ucnonb3oBaHWsA JOCTYMNHLI TPW
He3aBUCUMbIE CTYMEHN C HE3aBUCKMbIMM
XapakTepuctukamu cpabatbiBaHus; ogHa
13 CTYNeHeln TaKkke MoXeT ObITb
1cnonb3oBaHa ¢ MHBEPCHO 3aBUCUMON
XapaKTepPUCTUKOW.

KoHTponb CMHXpOHU3Ma

DYHKUMSA KOHTPOSSA CUHXPOHKU3MA C onumei
nofauvn ynpexaatoLlein koMaHapi
BKITIOYEHMS, ANS TOrO YTOGbI KOHTaKTbI
BbIKNtoYaTenNs 3aMKHYIUCb TOYHO B
MOMEHT HaCTYMNNEHNsI CUHXPOHM3Ma, YTO
CHMXXaeT BO3MYLLEHUE CUCTEMBI NPU
BKIIOYeHUN 0GopyaoBaHus Ha
napannenbHylo paGoTy C OCHOBHOM CETbIO.

3awuTta TpaHccopmaTtopa
Yctporictea P14N 1 P14D npegnaratot
MaKCUMarnbHy TOKOBYIO 3aLLUTY C
61OKMPOBKOW NO BTOPOW rapMOHUKE TOKa,
3alMTy OT TEMIOBOrO NEperpysa, a Takke
ObICTPOAENCTBYHOLLYIO
anddepeHumnanbHyo 3alumTy oT
3aMbIKaHUIA Ha 3eMIT0 C TOPMOXEHNEM
(REF). ®yHkums REF cnyxut ansa 3awmTbl
OT 0fiHOha3HbIX KOPOTKUX 3aMbIKaHW B
obmoTkax TpaHcdopmaTopa U MOXeT ObITb
KOHUryprpoBaHa kak
BbICOKOMMIMEAaHCHasi Unu
HU3KOUMMNeOaHcKkasi C TOPMOXKEHUEM.
MakcumanbHas 3awmTa no ToKy obpaTHow
nocrnefoBaTenbHOCTM MOXET ObITb
CKOH(pUrypupoBaHa kak HeHanpasreHHas
VNV HanpasneHHas (Bnepea/Hasag), 4to
no3BonsieT 06HapyXnTb BHELLHNE
MexaydasHble unn ogHodasHble
3aMbIKaHUsI: Aaxe Npu NOBPEXAEHUsIX 3a
NOHMXKaIOLLMM TPaHCGopMaTopoMm ¢
coeMHeHeM 06MOTOK TpeyronbHUK-
3Besga.

3awmTa WuH

OpraHbl MakcMMansbHOro Toka MoryT ObITb
MCnonb3oBaHbl AJ1s1 CXeMbI
BbICOKOMMMNEAAaHCHON AnddepeHumanbHon
3aLUMThI LUNH C BHELLUHUM HENMHENHbIM
peancTopom ctabunusauum (Metrosil). B
KayecTBe anbTepHaTMBbl MOXET ObITb
peanusoBaHa Cxema 3aLUuThbl WWH C
abCcontoTHOM CEeneKTUBHOCTLIO,
BbINOSIHEHHASA Ha NPUHLMNE BrOKMPOBKM
CTyneHew MakcMMarnbHOro Toka no
hmamnyeckum nposogam mexay
ycTpoincTBamu unu no Ethernet.

YacTtoTHasa pa3rpy3kKka u 4HactoTHoe
ANB

[ina ncnonb3oBaHWs AOCTYMHbI BOCEMb
CTyneHew 3aluThbl NO YacToTe (UCKnYas
P14N). MNpun atom kaxpas cTyneHb MOXeT
paboTtaTb B pexumMe Nno NoBbILLEHUIO, N0
MOHWXEHWIO, MO CKOPOCTU U3MEHEHUSI, Mo
CKOPOCTU U3MEHEHUSI C KOHTPONEM MO
4yacToTe UM No cpefHen CKopocTH
n3mMeHeHus YactoThl. LLnpokuin gnanasoH
onumn yctaBok obecneymBaeT NpUMeHeHne
YCTPONCTBA B NOObLIX CUCTEMAX YaCTOTHON
pasrpy3ku Unu BblAeneHns Ha
nsonupoBaHHyto paboTy. Kpome aToro,
“MeeTcs YeTbipe CTYNeHN 3aluThbl No
CKOPOCTU U3MEHEHUS HaNPsHKEHWS,
KOTOpble NpeAnarato anbTepHaTUBHbIV
NoaxXof K pasrpy3ke CUCTeMbl B aBapUiHbIX
pexumax.

KoHdourypaums norukm m pyHKUum
Bce KoHuMrypaumm MHTennekTyanbHbIX
3NeKTPOoHHbIX ycTporicTe MiCOM P40 n
MiCOM P40 BbINOMHSATCA C NOMOLLbIO
nporpammHoro obecneyeHuss MiCOM St
Agile.

Lmar
Corfgueation

Fugsonnn

a.

Etherwi

Canhguratir

Puc. 7
MiCOM S1 Agile: MOLLHbIA N MHTYUTUBHbIA
HCTpyMeHT ans MK
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YnpaBneHue BbIKnoyaTenem
YnpasneHve Bbiknto4aTenem focTynHO Nno
MHTepdecy nepegHeln NnaHenu, No onTo
N30NMPOBaHHbLIM BXOAaM Win
ANCTaHLMOHHO MO KaHanam cBA3u ¢
cucTemou ynpaeneHust noacTaHumen. Tpu
hYHKLMOHAnNbHbIE KMaBuLLW,
pacnornoXeHHble Ha NepefHen naHenu,
MOryT BbITb MCMOMb30BaHbI ANA nogayun
NPSIMbIX KOMaHZ, ynpaBreHus.
DyHKUMOHArbHbIE KIaBMLLN MOTYT ObiTb
yCTaHOBIEHbl Ha paboTy B HOpMarnbHOM
pexumMe (KHOMKa) Unv B pexume
"nepekntovaTens” U UCNOMNbL30BaHbl ANsg
aKTVMBaLUW CUTHAmNOB, CBSA3AHHbBIX C HUMK B
nporpammupyemon cxeme noruku (MNCJ1), B
COOTBETCTBUM C KOHKPETHLIMU YCIOBUAMMN
NPUMEHEHNS NN pexnma paboTbl
yCTpOWCTBA.

Mporpammupyemas cxema noruku (MCI)
MoLwwHble cpeacTsa rpadumyeckoro
nporpaMMUpoBaHUsi MO3BONSAOT
nosib3oBaTesto Co3AaTh CXeMy BHYTPEHHe
TOTVKM YCTPOWCTBA, OTBEYAIOLLYHO
YCMNOBUSIM NPUMEHEHUST (DYHKLMIA 3aLUMTbI U
ynpasneHusi. Kpome aTtoro, rpacpuueckun
penakTop ucnonb3yeTcs Ans
KOHMUIrypaumm Ncnonb3yeMblx QUCKPETHbIX
BXO[OB 1 BbIXOAHbIX perne. Mpu
NMOCTPOEHUM CXEMbI MOTYT BbITb
NPUMEHEHbI TaKne JNIOrMYEeCcKMe 3MEeMEHTbI
kak U, UMY nnn maxoputapHbIn
TIOTMYECKMI OpraH, a Takke AOCTYMHbI
nporpaMmmMumpyemMble Tanmepsbl, PyHKLMK
rKCaunm U MHBEPTMPOBaHWS BbiXxoaa
unun Bxoaa n obpatHble cBs3n. ObpaboTka
anropyvTMOB FOrMYECKON CXEMbI HE BHOCUT
[OOMNONHUTENBHON 3aEPXKKN B
cpabaTbiBaHue perne,nockosbKy
ncronb3yeTcs napannenbHas, a He
nocnegosatenbHas obpaboTka
anropuTMOoB.

PucyHok 8
Mporpammmpyemas cxema norvikm

PYHKLUN KOHTPONA Lenen
n3MepeHusa U TeXHM4eckoro
COCTOSIHUSA BbIKItovaTens

B 3aBucmmocTun ot annapaTHoi 6asbl, B
YCTPONCTBE MOXET ObITb 4OCTYMHbI
dyHKUMSA AByxcTyneryatoro YPOB,
KOHTpOIb ncnpasHoctu uener TT n TH,
KOHTPOIb TEXHUYECKOro COCTOSHUSA
BbIKMIOYATENs ¥ KOHTPOIb Lienu
OTKITIOYEHMS.

KOHTpOnb Lienun oTKMIoYeHNs Ans ABYX
BbIKMOYaTENen BO BKIOYEHHOM UMK
OTKIMIOYEHHOM COCTOSIHUM MOXET ObITb
peann3oBaH C NOMOLLbIO ONTUYECKN
N30MMPOBaHHbIX BXOAOB U
nporpamMMupyemMon cxeMbl Norvkun. B
KayecTBe annapaTHOM onuun AOCTYMNHO
NoriHoe COOTBETCTBME CXEMaM KOHTPOns
ypoBHs ‘H7’.

U3mepeHus, peructpauus m
nocrneaBapurHbIA aHanNus3

Bce 3anucu cobbiTuin, aBapun n
OCLMIIIOrpamMm BbIMOJTHAOTCSA C NPUBSA3KOW
Nno BpeMeHu ¢ TouHoCTbIo 1 Mc. 3anucu
nocrnegHux 5 aBapuii CoxpaHsitoTcs B
3HEpProHe3aBMCMMOW NaMaTK YCTPOUCTBA.
BcTpoeHHbIn ocumnnorpad obecneumBaet
3anucb Ao 9 aHanoroBbIX U 32 OUCKPETHbIX
KaHana, a Takke 1 kaHan BpemeHu. B
namsT pene MoxeT ObITb 3anucaHo Ao 50
ocuunorpamm, kaxaas aAnvTenbHOCTbIO
0,5 cek kaxpgas.

M3mepeHns moryT npocmatpuatbcs nmbo
B NEPBUYHBIX, TMOO BO BTOPUYHBIX
BefievnHax Ha nepegHen naHenm
yCTpOWCTBa, NMnb0o Yepes yaaneHHoe
noaKItoYeHme.

QUALITY BUILT IN

JlokanbHasa n AMCTaHUMOHHAA CBA3b
B kavecTtBe cTaHaapTa npefycMoTpeHbI
[ABa nopTa CBA3u: 3agHWI NopT,
obecneynBaloLLnin ANCTaHLMOHHYIO CBA3b,
1 nepeaHvi NOpT ANs NOAKMIOYEHUS K
YCTPOWCTBY NO MECTY YCTaHOBKU.
MepenHuin NopT ucnonb3yeTtcs Ans
3apaHvsA yCTaBoK, KoHurypaumm
nporpaMMm1pyemMoin cxembl NIOrMKu,
M3BreYeHns U3 yCTpPomncTBa 1 npocmoTpa
3anuncen cobbITWIA, aBapuii, OCLUMIOrpamMm,
a TaKke AN NPocMoTpa U3MepPEHNi 1
peanu3auumn MyHKUUA yrpasBrieHus.

Ha ctagmu 3akasa moryT 6bITb BbIOpaHbl
nepeyncrieHHble HUXe NPOTOKOSbI CBA3N:
Courier / K-Bus
Modbus
MO3K 60870-5-103
DNP 3.0 (nocnepoBsatenbHbin EIA-485
unu Ethernet)
M3K 61850 (100 M6ut/c Ethernet)

MpoTtokonbl IEC 61850 unn DNP 3.0 no
Ethernet goctynHbl Npu ycnosun 3akasa
onumm nopta Ethernet ana mogenewn B
kopnyce wmnpuHon 30TE. [Npu BeiGOpe
OnuMK C NOAKMYEHNEM N0 MEAHbIM
NPOBOAHMKaM UCNOMb3yeTcs pasbem Tuna
RJ45, ans onuun ¢ NoAKNKYEHNEM
onTUYeckoro kabens UCnosib3yeTcsl pasbem
Tmn LC. CtangapT ceasm IEC 61850
npepnaraeT BbICOKOCKOPOCTHOW OGMeH
[AaHHbIMU, OHOPAHIOBYHO CBSI3b, OTMPAaBKY
OTYETOB, 3anuncen ocuMIorpamMmm 1
CVHXPOHU3aLMI0 BPEMEHW BHYTPEHHUX
yacoB. MiCOM P40 Agile npegnaraet
nonb3oBaTento 32 BUpPTyarbHbIX BXx04a, 1
nyyLlne B CBOEM KIlacce XapakTepucTUKM
GOOSE.

B kauecTtBe onuun MoXeT ObiTb YCTaHOBMEH
BTOPOW 3a4HWI NOPT CBA3M, KOTOPbIN
06bI4HO Mcnonb3yeTcs AN CBA3MN C
YCTPOMCTBOM C paboyero mecra nHxeHepa
peneiLmka unu ans ocTyna vyepes
MOZeM, B TEX CIy4asix KOrga OCHOBHOM
3aHuin NopT 3ape3epsupoBaH 3a SCADA
CUCTEMOMN.

Pz

Ucnonb3oBaHue (bYHKLIMOHaﬂbeIX KnaBuwl, BCcnomMmoraTtesibHOro
KOHTPOJIA UCNPaBHOCTU U TPeXUBEeTHbIX CBeTOANOAOHbIX
MHOUNKATOPOB IKOHOMUT MEeCTO Ha NnaHesin
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Alsto rid: xpoHonorus pa3paboTku ycTponcTsa 3awmThl uaepa

CDG - lNpepLwecTBeHHUK pa3paboTku 3awmnT duaepa Alstom B Ctadcopae,
HaunHas 1949

MCGG - lNepBoe B Mupe cepuinHoe undposoe pene

KCGG/KCEG — NepBoe NOMHOCTLI0 MUKPOMPOLIECCOPHOE perie MakCumasbHON
TOKOBOW 3alUMThI 3anyLLleHHO B NPOM3BOACTBO B 1992 1 U3roToBMeHo B
konuyectee 6onee 100,000 ycTponcTs

Cepusa P14x MiCOM npepctaeneHa B 1999. LLnpokoe pacnpocTtpaHeHue B
Mupe, noctaeneHo 6onee 70,000 ycTponcTs

Hob6aenenne npotokona UCA2 u nopta Ethernet B 2004
[o6asneHne npotokona M3OK 61850 B 2006

P40 Agile npotectupoBaHo B ILAC (AkkpeautoBaHHas JlabopaTtopus
MpoagykToB ABTOMaTWKN)

VNV rapaHTun, Ha

TCS1 HUKaKve

MiCOM P40 Agile:
HoBas KOHCTpyKuuA | BbiaBMXXHOEe ucnonHeHue | YHuBepcanbHOCTb
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